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Today’s healthcare organizations face myriad financial and 
other challenges because of both threats from the outside, 
including cyberattacks, as well as threats from within – such 
as consumers’ shifting expectations of what healthcare 
should be. 

Healthcare service firms are feeling squeezed from every  
angle. Cyberattackers are causing mass chaos with  
ransomware and other attacks. Industry disruptors want to 
change the way healthcare is delivered altogether, bringing 
streamlined retail models to consumers. In the U.S., legislative 
bodies continue to argue about ACA, even as institutions are 
still trying to figure out how to run their business as they  
transition to value-based care. Yet with integrated delivery 
systems focused so heavily on mergers and acquisitions, they 
haven’t come much closer to understanding their own costs in 

delivering care.  Finally, providers are struggling to figure out 
new payment solutions for consumers since consumer  
payments now represent a sizeable portion of their receivables.
 
“Today’s healthcare firms are certainly facing new challenges, 
but with the right focus, whether it’s cybersecurity programs, 
or solutions for technology financing or payment, they can not 
only survive, but also thrive in this environment,” said James 
Fasone, Senior Vice President and National Healthcare Practice 
Leader for Key Insurance and Benefits Services. 

Those providers who thrive will be the ones that bring a  
strategic eye to dealing with five key challenges: cyberthreats,  
regulatory uncertainty, industry disruption, payment solutions 
and financing.

Many factors are driving change in 
the delivery of healthcare services
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“Today’s healthcare firms are certainly facing new  
challenges, but with the right focus, whether it’s cybersecurity  

programs, or solutions for technology financing or payment,  
they can not only survive, but also thrive in this environment.”

James Fasone  |  Senior Vice President, National Healthcare Practice Leader 
Key Insurance and Benefits Services

Cybersecurity 101: How to  
respond to a data breach
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“Healthcare organizations spend a fraction of what companies 
like Amazon and Facebook spend on cybersecurity,” said 
Arnold Torres, Senior Vice President and National Healthcare 
Sales Manager for KeyBank’s Enterprise Commercial  
Payments division. Organizations need a complete  
cybersecurity plan in place, which comprises: 

Securing payment data: Too many hospitals are keeping  
patients’ financial information in-house. “This information 
should never be kept on a hospital’s server. Instead, you need 
a partner that is PCI Level 1 certified and a Validated P2PE 
solution provider. This transfers the risk away from the  
healthcare provider,” Torres said, noting that KeyBank  
provides this service.

Fostering better communication with the C-suite: Breaches 
often happen because employees unwittingly allow hackers to 
invade the network. “For example, if someone in HR gets an 
email from a senior executive asking for employee information 
in bulk, the email recipient should pick up the phone and call 
the executive to confirm,” Torres advised. This may seem  
obvious, but oftentimes, the email recipient doesn’t do it,  

because the company culture doesn’t encourage it. Hackers 
are now using more psychological strategies, playing on the 
fact that lower-level employees are not encouraged to  
communicate directly with senior executives.

Buying cyber insurance: While large company cyberattacks 
make headlines, 43 percent of all attacks target small  
businesses, at a cost of nearly $2 million, according to a  
recent survey. The cyber liability insurance marketplace  
continues to evolve with additional coverage features,  
including crisis response, which is critical at the time of an  
attack. “While most businesses express concerns about  
cyberattacks, over half of them do not allocate appropriate 
funds for risk mitigation or adequate insurance coverage,” 
Fasone said. “Regardless of your industry or underlying  
exposure to cyber risks, cyber liability insurance should be  
a key part of your organization’s overall risk transfer strategy.”

Facing down cyberthreats 

“Healthcare organizations spend a fraction of what companies 
like Amazon and Facebook spend on cybersecurity.”

Arnold Torres  |  Senior Vice President, National Healthcare Sales Manager  
Enterprise Commercial Payments 

While not traditionally considered as partners, banks provide critical services to healthcare organizations and 
address a number of needs, one of which is the holistic processing of payments, both receivables and payables. 
With patient payments becoming a signifi cantly greater source of revenue to providers, the type of payment 
(cash, check, ACH, credit card) as well as the payment channel (in person, web, interactive voice response, 
mobile) introduce a signifi cantly greater number of solution providers and banks into your environment.

Our businesses are interdependent, and only by active communication and engagement can we leverage 
our respective resources to take proactive and, if necessary, reactive steps to make it as diffi cult as possible 
for parties to gain unauthorized access to information.

Banks are a critical part of a healthcare institution’s ecosystem—perhaps not an obvious or intuitive part, but critical 
to ensure payments both received and disbursed are made safely and posted correctly with as high a degree of 
effi ciency as possible. Healthcare institutions should apply the same level of due diligence to fi nancial services 
providers as to any other software, hardware or services provider across the wide range of services accessed by 
your employees, contractors, patients and their families.

KeyBank is a trusted provider to healthcare organizations.
As part of the highly regulated fi nancial services industry, KeyBank engages in a broad and deep set of 
technological and operational processes to manage all facets of risk associated with the collection and storage 
of sensitive information.

Part four of a six-part series providing deeper insight on fraud prevention

Healthcare Cybersecurity: Banks as 
partners in the healthcare ecosystem

Enterprise Healthcare
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As a fi nancial services provider to healthcare institutions, 
in our daily operations, our teams are active in managing 
risk in ways both visible and not visible to you:

•   Technologies deployed to protect the bank’s 
infrastructure and your data 

•   Operational practices necessary to ensure business 
processes and methodologies are consistently 
applied and inspected to provide proactive end-to-
end risk identifi cation and mitigation

•   A controlled self-assessment process enables 
us to proactively identify and remediate issues 
before they become problems

Technologies
deployed

Operational 
practices

Self-assessment 
process

Healthcare Cybersecurity:  
Banks as Partners in the  
Healthcare Ecosystem, Part 4 

As you consider and assess your relationships with all your vendors, partners, service providers and banks, probe 
to determine if they are committed to the safety and security of your information through the processes they have in 
place, the ongoing actions they take and how that information is shared with you. 

This level of due diligence is important for every organization, as we are all only as strong in these endeavors as our 
weakest link. Use this handy checklist to ensure your basic security best practices are being met.

Basic security best practices checklist

Part fi ve of a six-part series providing deeper insight on fraud prevention

Healthcare Cybersecurity: 
Security best practices checklist

Enterprise Healthcare

FPO

Establish procedures requiring employees to utilize secure emails with their vendors when 
the content includes patient information, account numbers or credit card information. 

Train staff to question unanticipated emails that contain links. 

Train staff to get clarifi cation from the point of contact at the company originating the email 
of the purpose of the request before responding. 

Secure desktops and laptops with a cable lock to discourage theft within your facility. 

Question emails requesting personal information of patients or staff, if this request is 
made without prior notifi cation, even if it seems like it came from a reliable source. 

Utilize SFTP sites to exchange fi les instead of email. 

Require password changes on a regular basis. 

Perform a monthly review of employee access to make sure it aligns with their 
current responsibilities. 

Request updated contact lists from your vendor partners. 

This document is designed to provide general information only and is not comprehensive nor is it legal advice. If legal advice or other expert assistance is required, the 
service of a competent professional should be sought. KeyBank does not make any warranties regarding the results obtained from the use of this information. Key.com 
is a federally registered service mark of KeyCorp. ©2017 KeyCorp. KeyBank is Member FDIC. E90280 170822-277900

Let’s start the conversation.
To learn more about information privacy, cybersecurity and more, contact your payments advisor. 

<Firstname Lastname> <123-456-7890> <firstname_lastname@keybank.com>

Healthcare Cybersecurity:  
Security Best Practices  
Checklist, Part 5

Part six of a six-part series providing deeper insight on fraud prevention

Healthcare Cybersecurity: 
Business associate agreement 
requirements and best practices*
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FPOHealthcare Cybersecurity: FPOHealthcare Cybersecurity: 

As a trusted provider to healthcare organizations, KeyBank is constantly working to fi nd ways to help businesses 
stay as secure as possible. In this whitepaper, we break down business associate agreements, including the 
requirements and regulations to keep your company protected.

Effective February 18, 2010, in accordance with the Health Information Technology for Economic and Clinical 
Health (HITECH) Act of 2009, a BA’s disclosure, handling and use of PHI must comply with HIPAA Security Rule 
and HIPAA Privacy Rule mandates. Under the HITECH Act, any HIPAA business associate that serves a healthcare 
provider or institution is now subject to audits by the Offi ce for Civil Rights (OCR) within the U.S. Department of Health 
and Human Services (HHS) and can be held accountable for a data breach and penalized for noncompliance.

Examples of HIPAA business associates
According to the HHS, examples of HIPAA business associates include:

•   When a health plan uses a third-party administrator 
to help with claims processing.

•   If a CPA fi rm provides accounting services 
to a healthcare provider and they have access 
to protected health information.

•   When a hospital has a consultant perform 
utilization reviews.

•   When a healthcare clearinghouse translates a claim 
from a nonstandard format to a standard format 
for a healthcare provider, then sends the process 
transaction to a payer.

•   When a physician uses an independent medical 
transcriptionist’s services.

•   When a pharmacy benefi ts manager manages 
a health plan’s pharmacist network.

Mobile application developers could also be considered HIPAA business associates, because many 
healthcare mobile applications handle PHI.

Healthcare Cybersecurity:  
Business Associate Agreement 
Requirements and Best  
Practices Part 6 
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Hospitals have long relied on volume to increase profitability 
in a fee-for-service environment. But with healthcare reform 
and the move to value-based care, many are working hard to 
move away from relying on volume alone. “The  
administration’s stance on value-based care seems to be a 
moving target,” observed Henry Powderly, Editor-in-Chief 
for Healthcare Finance News. “New HHS leadership seems 
to have softened its focus, but health systems have already 
begun investing heavily in value-based.” 

Shortly after the Affordable Care Act (ACA) of 2010, there  
was great momentum to invest and/or join accountable care  
organizations (ACOs). “The idea is that these ACOs were  
going to come together and provide more comprehensive 
care for an entire community. Many have formed, but very  
few are willing to take financial risks. Their risk tolerance is  
still quite low until they better understand their true cost and  
quality in a new value-based reimbursement model,”  
Fasone said.

The problem, he pointed out, is that the focus has been on  
increasing market share through mergers and acquisitions 
and the ensuing integration challenges – not necessarily  
efforts associated with getting to the most effective means of  
measuring cost and quality. “Currently, many healthcare  
organizations are hard pressed to actually identify with their 
true cost of performing specific services or procedures across  
the enterprise,” he said.

Without more accurate data, some organizations believe their 
patient quality is higher than is actually the case for some 
procedures. Better data utilization that pinpoints which service 
lines are strong and which ones are not would help support 
their broader market strategy. “Many firms are starting to  
recognize where they excel and are seeking affiliations or 
other agreements where another firm can provide better  
outcomes,” Fasone said. “Healthcare organizations need  
significant capital to invest in technology to better measure 
their data, and own the results of that data to better  
understand where their strengths and weaknesses are.”

Focusing amid regulatory  
uncertainty

“Many firms are starting to recognize where they excel and are creating  
affiliations or other agreements where another firm is providing better outcomes.”

James Fasone

Healthcare Services Monthly:
A High-level Overview of the 
Healthcare Industry, Including 
High Yield and Investment Grade 
Debt Capital Markets Detail.
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“One major concern for traditional healthcare service  
firms is new, disruptive models that can provide more  
immediate, community-oriented care,” Fasone said.  
He pointed to the recent move of CVS to buy Aetna as an  
example of how things may change, with most likely others 
soon to be announced. A retail pharmacy could now move 
beyond basic care to more extensive patient services. Add 
a diverse health organization such as Aetna, which has an 
incredible amount of data, and you have the potential for  
an efficient, consumer-focused healthcare organization that  
can leverage costs and efficiencies close to their customers.

This disruption is just beginning, Fasone predicted. If 
non-healthcare innovators such as Amazon, Apple and  
Google, which have a proven brand and market reach, find 
ways to get into the healthcare game, change will be  
dramatic. “Younger consumers of healthcare have a higher 
expectation in this digital age,” he said. They want to be able 
to have a simplified, technology-focused delivery mechanism 

through their smart device that works the first time.  
Non-critical, low-cost healthcare services will have to move  
in this direction to serve this tech savvy population and  
begin to arrive at your doorstep at a lower cost than  
traditional providers. 

Currently, the healthcare system doesn’t operate efficiently 
in a consumer-friendly manner, nor provide full transparency 
on the actual cost and quality of specific services. Fasone 
predicted this will change – and soon. “Transparency is being 
driven by consumers. Consumerism will push those firms who 
are really good at specific services to get even better, and to 
ultimately demand greater reimbursements for those higher 
quality services,” he said.

Taking a lesson from 
industry disruptors

“Consumerism will push those firms who are really good at specific 
services to get even better, and to ultimately demand greater  

reimbursements for those higher quality services.”

James Fasone

Learn from other industry  
disruptors: 
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Hospitals and physician practices are still getting accustomed 
to the idea that they are retailers – and that consumers want 
to pay for healthcare the same way they shop. High-deductible 
plans have only increased, leaving more consumers paying 
out of pocket for certain services.

“Up until the last five years, providers and hospitals weren’t 
accustomed to handling this many retail transactions,” Torres 
said. “But now, consumer payments can account for 10 to 20 
percent of some providers’ net patient revenues. That means 
healthcare organizations need to think of the consumer as the 
new payer.”

However, hospitals have contracts negotiated with insurance 
companies, but not with consumers. That’s why they need to 
make sure they have a payment assurance strategy in place. 
“We sit down with hospitals and practices, and we look at 
what happens pre-admission, at the point of service and after 
the visit,” Torres explained. Deploying a payment assurance 
strategy does three key things for hospitals:

•  Increases consumer satisfaction because the patient isn’t 
getting an unexpected bill weeks or months after his or her 
hospital or doctor’s visit. With hospitals measuring patient 
satisfaction and using those metrics as differentiators in the 
marketplace, this has never been more important.

•  Helps hospitals with their cash forecast, so they have fewer 
spikes and drops.

•  Reduces patient refunds. “Providers spend countless hours 
and resources trying to collect what is owed to them, so  
having to turn around and spend additional resources to 
refund patients is very expensive,” Torres said.

Torres and his team are working with healthcare organizations 
to establish the concept of a payment assurance strategy and 
a virtual wallet – much like many retailers have. “It will result  
in more money collected and a better patient experience,”  
he said.

Adopting more consumer- 
friendly payment solutions 

“Consumer payments can account for 10 to 20 percent of some providers’  
net patient revenues. That means healthcare organizations need to think  

of the consumer as the new payer.”

Arnold Torres

Automation to optimize receivables
in a changing payment landscape

Key Healthcare

Progress has been stymied by the growth and 
complexity of newly merged health systems and 
a tectonic shift in insurance to high-deductible 
health plans. Both developments—along with new 
uncertainties around reform stemming from the 2016 
presidential election—are challenging providers’ 
efforts to optimize the collection, posting, reporting 
and reconciliation processes.

Over the past 10 years, many providers have moved 
much of their receivables to electronic remittance 
advice (ERA), which provides claims payment 
explanations in HIPAA-compliant fi les. They have 
also begun to use electronic funds transfer (EFT) 
for commercial payments and, more recently, the 
patient’s share of the bill. Together, ERA and EFT 
now account for more than 70% of transactions. 
Although these are high percentages, they do not 
necessarily refl ect the state of other back-offi ce 
activity, which may not be working optimally.

Despite signifi cant progress in moving from the world 
of paper transactions, telephone collection calls and 
spreadsheet accounting to fully automated business 
processes, the healthcare industry has a long way
to go to achieve the kind of effi ciencies found in 
other industries.

Adoption of fully electronic 
transactions varies signifi cantly.

Source: 2014 data from CAQH based on HIPAA standards

93.8% Claims submission

70.5% Eligibility and 
benefi t verifi cation

61.4% Claims payment

56.5% Claim status 
inquiry

51.1% Remittance advice

48.7% Coordination of 
benefi ts claims

10.2% Prior authorization

6.2% Referral certifi cation

1 of 7Automation to optimize receivables 
in a changing payment landscape

Automation to Optimize  
Receivables in a Changing  
Payment Landscape

Healthcare Payment Solutions
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Hospitals continually need to have the latest and most  
sophisticated equipment to keep up. But with cuts in  
reimbursement and other financial challenges, finding the 
capital is often a struggle. “The first place hospitals usually 
look is investment earnings. When the market is doing well 
and institutions have invested well, they have a war chest. 
But when things are tough, they look to operating earnings 
— which, for many hospitals, have taken a hit lately. Bank or 
vendor financing is typically where they look next,” said Mark 
E. Hoffman, Senior Vice President for Key Equipment Finance. 
“Equipment financing allows you to keep monthly payments 
small and manage them for the life of the equipment.”

However, today’s equipment finance offerings are far more 
strategic. In fact, the Equipment Leasing and Finance  
Association lists innovation in equipment finance as one of 
the top 10 equipment acquisition trends of 2017. “The focus is 
not just on equipment acquisition but also on financing new 

technology solutions. For healthcare institutions, new  
technology solutions may increase operating efficiencies,  
add new service lines or improve patient outcomes,” he said.

More and more, it’s about offering hospitals managed  
solutions. For example, Hoffman said, if a clinical department 
manager wants a new piece of equipment, the C-suite is 
going to ask how the new equipment either improves patient 
outcomes, adds a new revenue line or increases operating 
efficiencies. “We can work with a hospital to provide a  
comprehensive managed solution and answer those  
questions, to bridge the gap between the clinical side and  
the financial side.”

Financing technology  
solutions 

“New technology solutions may increase operating efficiencies,  
add new service lines or improve patient outcomes.”

Mark E. Hoffman  |  Senior Vice President  |  Key Equipment Finance

Healthcare Equipment and 
Software Financing
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About KeyBank:
Key Healthcare® applies the full resources of KeyBank to help nearly 10,000 healthcare organizations, practices 
and facilities across the U.S. stay competitive while delivering the highest quality care. Combining a holistic 
approach with deep industry expertise, we generate ideas to help your practice grow. We deliver tailored, strategic 
solutions that can strengthen your organization, streamline your processes and enhance the financial well-being of 
both you and your staff.
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There are likely more risks ahead for healthcare service  
providers, Fasone, the Key Insurance and Benefits Services 
executive, predicted. “As consumers and service organizations 
get more comfortable with the convenience of online  
transactions, the opportunities and associated risks will only 
be compounded in the future. We will most likely see  
ransomware activities increase beyond the healthcare industry 
as these attacks are efficient to deploy and difficult to  
prevent,” he said.

Healthcare reform may also add new challenges. Regardless 
of what happens, certain things are likely to continue,  
including:
• the shift from volume to value-based reimbursement; 
• disruptors entering the marketplace;

•  patients becoming true consumers demanding higher quality 
at a lower cost;

• further consolidation to control the patient dollar; and
• demand for new equipment and the latest technology.

Hospitals and other healthcare organizations should focus 
both their capital and their leadership on how they will deal 
with these challenges moving forward. Some challenges  
simply require a bit of fine-tuning, while others may require a 
major shift in strategy and culture. “It can be difficult for large  
organizations to move quickly and be nimble,” Fasone  
said. “But that is exactly what will be required.”

Looking ahead

“As consumers and service organizations get more comfortable 
with the convenience of online transactions, the opportunities 
and associated risks will only be compounded in the future.”

James Fasone
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To learn more about KeyBank’s offerings in the healthcare industry, click here.
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